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Why Information Security

- Information worth money

- Provide Security Visibility / Risk Awareness
- Competitive Advantage

- Keep/Enhance Brand Integrity / PR

¢ [IEicit.



OWASP Top 10 (2013)
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SQL Injection

User.where(“age = #{params[:age]}’)

Age = "18"

SELECT * FROM users WHERE age = 18;

User.where(“age = #{params[:age]}’)

Age = “18 AND admin=true”

.

SELECT * FROM users WHERE age =18 AND admin=true;
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Cross-Site Scripting (XSS)
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Cross-Site Request Forgery (CSRF)

https://bank

Login/Password

Session Cookie

Normal Request

Malicious Response

<img src="https://bank/transfer?Acc=123& Amount=100" hidden/>



SPA and API Security
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Next Steps

e Risk Management

e Threat Modeling

e Integrate Security into your Software Development Life Cycle (SDLC)
e Server Hardening

e Vulnerability Management

e Incident Response

e Seccurity Awareness

® Access Control Review
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Recommended Articles / Sites

Dev hacked after submitting AWS credentials to GitHub

AWS Security Center

OWASP

NIST 800 series guides

Reddit /r/netsec

Microsoft Security Development Lifecyle
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